BRUNDISH PARISH COUNCIL
[image: A picture containing text, building, window

Description automatically generated]Electronic Communications and Systems Policy
Policy Statement
The Parish Council provides electronic communications systems to support its statutory functions. All users of these systems are required to ensure that their use is secure, responsible, and lawful at all times.
This policy does not form part of any contract of employment and may be amended by the Parish Council at any time.
Scope
This policy applies to all Councillors, the Clerk/RFO, contractors, and any third parties who have been granted access to Parish Council systems.
Systems Covered
This policy encompasses all electronic systems used in Parish Council business. These include computers, mobile devices, email, internet access, telephones, CCTV, and electronic access controls.
Responsibilities
The Clerk and Chair are jointly responsible for overseeing this policy. All users must comply with its requirements. Any suspected misuse of electronic systems must be reported to the Clerk or Chair immediately.
Access, Security and Passwords
All equipment must be kept secure and used only for authorised Parish Council purposes.
Terminals must be locked or logged off whenever left unattended.
Access to the Parish Council email account is limited to the Clerk/RFO and Chair.
Passwords must be unique, kept confidential, and changed when roles within the Council end.
All equipment and access credentials must be returned when a role with the Parish Council terminates.
Systems and Data Security
Systems, software, and data must not be damaged, altered, or deleted without authorisation.
Regular backups of data must be maintained.
No software may be installed on Council systems without prior authorisation.
All files must be virus-checked before being opened.
Only equipment that has been PAT-tested may be used for Council business.
Email and Internet Use
Electronic systems must be used professionally and primarily for Council business purposes.
The use of offensive, defamatory, discriminatory, or otherwise inappropriate material is strictly prohibited.
Emails sent and received may be monitored and are legally disclosable.
Councillors are responsible for managing email retention to ensure compliance with GDPR and Freedom of Information requirements.
Limited, incidental personal use of systems is permitted as long as it does not interfere with Council duties.
Monitoring
Parish Council electronic systems may be monitored where it is lawful and necessary for business operations, security, or legal compliance.
Misuse
Misuse of Parish Council systems may result in disciplinary action, loss of office, or referral to external authorities where appropriate.
Data Protection
All users are required to comply with UK GDPR, the Data Protection Act 2018, and all relevant Freedom of Information legislation.
Adoption

Adopted by the Parish Council: ____________________

Date: ____________________

Review Date: ____________________


Reviewed and adopted at Brundish PC meeting on 21/01/2026

image1.png




